INHAMATKA JUIA KIIMEHTOB
11O SAIIUTE THOOPMAILINUA
000 MKK «CKPY JIAK»




1. OBIIME NOJIOKEHUS

- Hacrosimas mamsatka paspaborana B coorBerctBuu c Ilomokenune banka Poccuum ot
20.04.2021 Ne 757-I1 "OO6 yctaHOBIeHHH OOS3ATENBHBIX IS HEKPEOUTHBIX (DMHAHCOBBIX
opranu3anuii TpeOoBaHMH K 00€CHEUEHHIO 3aIIUThl HMHGOpPMAIMU MpPHU OCYIIECTBICHUHU
NEATeNbHOCTH B cdepe (UHAHCOBBIX PHIHKOB B IENSAX HPOTHUBOACHCTBHS OCYIECTBICHUIO
HE3aKOHHBIX (uHAHCOBBIX omnepauui" (nanee — Ilomoxkenue banka Poccum Ne 757); s
kiueHToB OO0 MKK «Cxpymx».

1.1. Hacrosmue namsTka pazmeriaercs B Mectax okaszanus yciayr OOO MKK «Ckpymx», B
oM umcie Ha opunuansHoM caiite OO0 MKK «Cxpymk».

2. OCHOBHBIE TIOHATHUSA
2.1.  H®O - OO0 MKK «O00 MKK «Cxkpymk», sBIstolIeecss HEKpeIuTHONH (prHAHCOBOM

opraHusaiueii, OCyILeCTBISAOUIeH (QUHAHCOBBIE ONEpalMd B COOTBETCTBUM cO cT. 76.1
@enepanpHoro 3akoHa oT 10 mromst 2002 r. Ne 86-@3 "O LlentpansHom Oanke Poccuiickoit
®enepanun (banke Poccun)".

2.2. KimeHT — TpeTbe JHI0, B OTHOIIEHWH KOTOPOTO OCYIIECTBIISIOTCS MEPHI 10 3aIUTe
nH(popmMalny, NoTy4aeMoH, MOAroTaBInBaeMoi, oOpabaTeiBaeMOM, TIepeiaBaeMoil 1 XpaHUMOMN
B aBTOMATU3UPOBAHHBIX CUCTEMAX, UCTIOIb3yeMbix HDO.

2.3. BpemoHOCHBIi KOX - TPOTPaMMHBIA KOJ, TPUBOJAIIMK K HAPYIICHWIO MITATHOTO
(GYHKIIMOHUPOBAHUS CPE/ICTB BHIYMCIUTENBHON TEXHUKH.

2.4,  YCTpOWCTBO — CpEIACTBO BBIYMCIUTEIHPHON TEXHUKH, HCIOIb3YyeMOE KIMEHTOM |
OTAEJICHHOE OT aBTOMAaTWU3UpOBaHHOW cuctemMbl HPO, B KOTOpOH COAEPKUTCA 3aniuuiacMas
uHpopmalusg U KOTOpOe HCIoJib3yeTcsi KMEeHTOM ¢ Ienbl0 OCYHIECTBICHUS (PUHAHCOBBIX
onepanuii (MOOMIBHBIN TenedoH, TEPCOHATBLHBIN KOMIBIOTEP U T.JI.)

2.5. HecaHKIIMOHWPOBAHHBIA JOCTYm — JOCTYyl K UWHQOpPMAIMU WX JEUCTBHUS C
uHdopmanuend, Hapymarmmue 0e30HmacHOCTh  3alluiiaeMod  HHPOpPMAIMH, C  LEJbI0
OCYILIECTBJICHUSI (PUHAHCOBBIX OMNEpaluil JuinaMy, He OOJaJaloluMMH  [PaBOM  UX
OCYIIECTBJICHUS.

3. LEJIX U TOPAAOK IPUMEHEHUSI MEP
3.1. Hacrosmas naMsTka pa3paboTaHa B CICAYIOIINX LESIX:
3.3.1. UudopmupoBanue KmuentoB HDPO o0  BO3MOXKHBIX  pHUCKaX  MOJyYCHHS
HecaHKIIMOHMPOBAHHOTO JIOCTYNA K 3allUIlaeMoil HMHGOpPMAIMU C UEIbI0 OCYIIECTBICHUS
(MHAHCOBBIX OTIEpAIIMii JIUIIAMH, HE 00JIaJalONIIMHK [TPABOM HX OCYIIECTBIICHUS;
3.3.2. HudopmupoBanue Kinentos H®O 0 Mepax o PEeI0TBPALICHUIO

HecaHKIMOHMPOBAHHOTO JOCTyNAa K 3allMIiaeMoil MHPOpPMAaLUH, B TOM 4YMCIE IPHU yTparte
(motepe, xumenun) Kinmenrom VYcTpoiicTBa, ¢ HMCHOJIB30BAHUEM KOTOPOIO MM COBEPIIAIUCH
JEeUCTBUS B LIETIAX OCYILIECTBICHHs (PUHAHCOBOM onepanuy;

3.3.3. HUndopmuposanue KimenroB HOO o Mepax 1mo KOHTpOIIO KOH(Urypaluu Y CTpOoHCTBa,
C HCIMOJb30BaHUEM KOTOporo KimeHTOM coBepuiaroTcs JIEHCTBHS B LENSIX OCYILECTBIECHUS
(uHAHCOBOH Omepanuy;

3.3.4. Undopmuposanue KnuenroB HDPO o Mepax 1O CBOEBpeMEHHOMY OOHapyKEHHIO
BO3JeHcTBUA Bpe1oHOCHOTO K0M3;

3.3.5. Nudopmuposanue KimentroB HDPO o pexomenmanusx mo 3amure HHGOpMAUM OT
BO3/ICWCTBUS MTPOTPAMMHBIX KOJIOB, MPUBOASAIIMX K HAPYIIEHUIO IITATHOTO ()YHKIIMOHUPOBAHUS



CpeACTBa BBIUYUCIUTEIFHONW TEXHHKH, B IENSAX MPOTHUBOJACHCTBUS HE3aKOHHBIM (DMHAHCOBBIM
OTIepaLUsIM.

3.4. MuHHMH3aLUS PUCKOB MOJy4YeHUs HecaHKIMOHMPOBAHHOTO AOCTYNAa K 3alIMIAaeMOM
uHpOpMAIMK JAOCTHTACTCs MyTEeM KOMIUIEKCHOTO MOAXoja: Kak co cropoHsl HO®O, tak u co
cropoHsl Knuenra.

3.2. H®O npuHEMaeT Mepbl MO 3amUTe HWHPOPMAIMM B COOTBETCTBHH CO CBOUMH
BHYTPEHHUMH JTIOKYMEHTaMHU.

3.3. KumeHT npuHMMaeT Mephl MO 3aluTe WHPOPMALUU B COOTBETCTBUU C HACTOSIIEH
MTaMSTKOM.

4. BO3BMOXHBIE PUCKHU ITOJTYYEHUSA HECAHKIIUOHUPOBAHHOI'O
JTOCTVYIIA K 3AIIUITAEMON HH®OPMAIINN
41, K o0ummMm npuyMHaM BO3HMKHOBEHHSI PHUCKOB NOJydeHHs HecaHKIIMOHMpPOBaHHOIO

JI0CTyTIa K 3alliIaeMoi HH(OpPMaIlU OTHOCSTCS:

4.1.1. HeorpaHuuyeHHBIN JOCTYI TPETHUX JIUIL K Y CTPONCTBY;

4.1.2. HeorpaHWYeHHBI JOCTYN TPETbUX JHI K HWHPOpPMAIMKM O TApOJAX M JIOTHHAX,
MCTIOJB3YEMBIX [T BXOJa B HH(GOPMAIIMOHHBIE PECYPCHI;

4.1.3. HecoOmonenne pexuMa KOHQOUACHIMAIGHOCTH B OTHOIICHWH  3al[UINaeMOi
nHpopmanuy B HHPOPMaIMOHHO-TEJIEKOMMYHUKAIIMOHHOM ceTu «HTepHEeTY;

4.1.4. Vrpata (noteps, xuuienue) Kiventom YcrpoiicTsa,

4.1.5. OtcyrcTBHE HAIJISKAIIIETO TIPOTPAMMHOTO 0OCCTICUCHHS;

4.1.6. OtcyrcTBHE HAIJISKAIIETO aHTUBUPYCHOTO MPOTPAMMHOT0 00ECTICUCHHUSI;

4.1.7. HecobOmonenue KrnmeHTOM peKOMEHAAMA  HACTOSIICH MaMATKA TIO0  3alllHuTe
nHpopMaIuu.

4.2.  IlepeyeHb NpUUYMH BOZHUKHOBEHHUS PUCKOB MOJIyuyeHUs] HecaHKIIMOHUPOBAHHOTO 10CTYIA
K 3amnuimaeMoi umH(opmanuu, omnpeneneHHbM 1. 4.1 HacTosmeW MaMsITKA, HE SBISCTCS
ucyepnbIBaroUM. [IpMunHBl BO3HMKHOBEHHUS PHCKOB I0JydeHHs HecaHKIMOHMPOBAHHOTO
JOCTYyIA K 3alUIIaeMOi HHPOPMALIUH 3aBUCAT OT KOHKPETHON CUTYaI|H.

5. PEKOMEHJIAIIUA 11O IPUMEHEHHUIO MEP 110 TIPEJOTBPAIIIEHHUIO
HECAHKIIMOHUPOBAHHOTI'O JOCTYIIA
5.1. B memax mnpenorBparieHuss HecaHKIMOHMPOBAHHOTO JOCTYHNa K  3allUIIaeMOi

uHdopmalud, B TOM 4YHCle Tpu yrpare (moTepe, xuuieHun) Kmuentom VYcrpoiicTBa, C
WCII0JIb30BAHUEM KOTOPOTO UM COBEPIIANUCH JEHCTBUS B IIENIAX OCYIIECTBICHUS (PUHAHCOBOMN
onepauuu, HOO pekomenayer:
5.1.1. OrpaHuuuTh AOCTYI TPETHUX JIUI K Y CTPONUCTBY, B TOM UHUCIIE:
— HE OCTaBJIATh Y CTPOUCTBO 0€3 MPUCMOTPa;
— He nepenaBarb Y CTPOMCTBO TPETHUM JIMLIAM.
5.1.2. OrpaHuuYUTh AOCTYN TPETHHUX JUI] K HH(OPMAIIUU O MAPOJAX U JOTHHAX, UCTIOIB3YeMbIX
JUIS BX0J1a B MH(OPMAaIMOHHBIE PECypChl, B TOM YHCIIE:
— HCMONB30BaTh MApOJIM, COCTAaBICHHbIE U3 OYKB Pa3IMYHOTO PETUCTpa, HMU(pP U 3HAKOB
MpENHAHNUS;
— HCTONB30BaTh pa3Hble MapodW M JIOTHHBI s BXOJa B pa3Hbie HH(QOpPMAIMOHHBIC
pecypcsl;
— XPaHUTH JIOTUHBI U MTAPOJIM B TAWHE OT TPETHUX JIHULL;



— HE 3aMUChIBATh U HE XPAHWUTH JIOTUHBI U MAPOJIH TSl BX0a B MHPOPMAIMOHHEIE PECyPChI
Ha OyMa)KHOM HOCHUTEIIE;
— HE WUCMOJb30BaTh (YHKIUIO 3allOMUHAHMWS JIOTMHA M Tapojsl TMpH BXOJE B
nH(GOPMAIMOHHBIN pecypc;
— HE HCIIOJIb30BaTh B KadeCcTBE IMapoiisi MMEHA, NaMATHBIC NaThl, HOMepa Tele(OHOB M
JPYryro HHPOPMAIHIO, KOTOPAst MOXKET OBITh TOJTy4YeHA TPETHHUMHU JTHIIAMH.
5.1.3. Cobmronate pexuM KOH(OUACHIIMAIFHOCTH B OTHOLICHHUH 3allMIIaeMOi MH(OpMAINH B
MH(OPMAMOHHO-TEIICKOMMYHHKAIIMOHHOH ceTn «IHTepHEeT», B TOM YHCIIe:
— OIrpaHHWYuBaTh  JOCTyl K  YCTpOMCTBY  pecypcaMm B UH(POPMAIMOHHO-
TEJICKOMMYHUKAITMOHHOW cucteme «HTepHET»;
— HCIOJIb30BaTh TOJBKO HAJEKHBIE pabodne MOpTaibl i MH(GOPMAIMOHHOTO OOMEHa B
nH(}OPMaLMOHHO-TEJIEKOMMYHHUKAIIMOHHOM ceTu «HTepHeT»;
— TPOBEPSTH PEC IIMEKTPOHHOU MOYTHI OTHPABUTEIS TIEpET TPOCMOTPOM IMHCHMa;
— BHHMMATEIIbHO aHAJIM3UPOBATH CCHIIKH;
— HE OTKpPBHIBATh NMHUChMa W BJIOKCHHSI K HHUM, ITOJYYCHHBIC IO DJIGKTPOHHOH MOYTE, OT
HEM3BECTHBIX OTIIPABUTEIICH;
— HE TEepPeXOJUTh T0 AaKTHBHBIM CCHUIKaM, IOJIYYEHHBIM TI0 DJIEKTPOHHOH IodTe, OT
HEM3BECTHBIX OTIIPABUTEIICH;
— He pa3pemiatb  JOCTYH  TIporpaMMaM, CKauuBaeMbiM H3  HH(DOPMAIMOHHO-
TEJIEKOMMYHUKAIIMOHHON ceTh «HTepHeT», K M3nuuIHend nHdopmaiuu;
— HE TOAKIIoYAaTbCs K MyONUYHBIM OecrpoBoaHbIM ceTssM  WIi-Fi, He3alumeHHbpIM
OECTIPOBOTHBIM CETSIM.
5.1.4. TlpenorBpatuth HecaHKITMOHMPOBAHHBIA JOCTYN K 3alluiiaeMor WHOOpPMAIUU TpU
yTpare (rmorepe, xurieHun) Kinuenrom YcTpoiicTBa, B TOM YHCIIE:
— He3aMeIUTEIFHO CoO0muTh O (hakTe yrpaThl Y crpoiictea HOO,;
— He3aMEJIUTENIIbHO COOOIIUTh CBOEMY OINEPaTOpy COTOBOM CBSI3M O (akTe yTpaThl
VYerpoiicTBa u 3a610kupoBath SIM-kapry;
— o0patuThcs B IPaBOOXPAHUTEIbHBIE OPraHbl.
5.2. B nmemsix KoHTpoJs KoH(pUrypauuu Y cTpoicTBa, ¢ UCMOJIb30BaHUEM KoToporo Kiuentom
COBEPIIAIOTCS ACHUCTBUSA 10 OCYIIECTBICHUIO (prHaHCOBOM omneparuu, HOO pexomeHayer:
5.2.1. YcraHOBUTH COOTBETCTBYIOIIEE MPOrpaMMHOE 0OecrieueHrne, B TOM YHCIIe:
— OCTaHOBUTH CBOM BHIOOP HA JIMIIEH3MOHHOM MTPOrPaMMHOM 00ECTICYeHHH;
— CBOEBPEMEHHO YCTaHABIIMBAThH JOCTYIHbIE OOHOBIICHUS OTEPAIIHOHHON CHCTEMBI;
— 3arpykaTh M YyCTaHaBJIHMBaTh MPOrpaMMHOE OOECHedYeHHEe TOJBKO U3 MPOBEPEHHBIX
HMCTOYHUKOB.
5.3. B mensax cBoeBpeMeHHOro oOHapyxeHMs BozneiicTBus BpenonHocHoro koma H®O
PEKOMEH/IyeT:
5.3.1. VYcraHOBUTH COOTBETCTBYIOIIEE AHTUBUPYCHOE MPOrpaMMHOE oOecredeHrue, B TOM
qHCcle:
— YCTaHOBUTH aHTUBUPYCHYIO 3aIIUTY;
— YCTaHOBHUTH aBTOMaTH4YE€CKOE OOHOBJICHHE aHTHBUPYCHBIX 0a3;
— OCYIIECTBIATH PErYISIPHBIN KOHTPOJIL aHTUBUPYCHOMN 3aIIUTHI.
5.3.2. CoObmrogath peKOMEHAANNN HACTOAIIEH MaMSITKH 10 3aiuTe HHHOpMaIUH.



